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ABSTRACT
The advent of technologies such as the Internet, intranets, EDI and extranets moves IT from the locked backroom into offices
and homes globally, often placing internal users in an integral role for information security. Consequently, there is a growing
need to better understand what influences user behavior for comprehensive IT security development.  A complementary view
to understanding the influences of user behavior is the organizational context within which users act.  Investigating both
influences of user behavior and organizational context simultaneously is proposed to best answer the recent calls to use a
socio-organizational approach in IT security research.   Two prominent bodies of research, the theory of planned behavior
(Ajzen, 1991) used to frame the influences of user behavior and the organizational behavioral contextual concept of
psychological climate, are integrated to develop a multidimensional facet-specific IT security model.
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INTRODUCTION
Information systems security becomes increasingly important and complex as organizations open their information
technologies (IT) to share their information and data assets more effectively with employees, partners and customers.  The
need for information security is evidenced in the growth of estimates for IT security-related losses increasing to $17 billion
annually (Austin and Darby, 2003).  IT security knowledge or rather the lack thereof (Purdham, 2005) and organizational
culture (Britt, 2005) are being targeted as some of the most important aspects in protecting an organization’s sensitive
information assets.   These developments provide strong evidence that there is a significant need to investigate IT security.
Recent research on internal users has provided evidence regarding a significant lack of awareness of IT security requirements
and/or threats (Straub and Welke, 1998; Hu and Dinev, 2005) and continued risky behavior (Hu and Dinev, 2005). This
research focuses on internal users by following the call to move IT security research away from a predominantly technical
approach to a socio-organizational approach (Dhillon and Backhouse, 2001) Thus, information security is recognized as a
multidimensional discipline (von Solms, 2001) that needs a balance of business and technical factors to be successful
(Nosworthy, 2000). The socio-organizational approach, which is based on the recognition that information systems interact
with the formal and informal environments, i.e. organization context, in an organization, has been identified as being “the
way forward if security of information systems is to be achieved” (Dhillon and Backhouse, 2001,p.147).
THEORETICAL BASIS
Theory of Planned Behavior
This study adopts the theory of planned behavior (TPB) (Ajzen, 1991) as the theoretical model to investigate the influence of
organizational context on behavioral intentions. TPB, a widely applied framework in IT research (Venkatesh et al, 2003),
posits that the performance of a behavior, defined by target, action, context and time (TACT) elements, is determined by the
intention to perform a particular behavior, which in turn is determined by the user’s attitude (A) toward, the subjective norm
(SN) and perceived behavioral control (PBC) regarding the target behavior.  Antecedent belief constructs for attitude,
subjective norm and perceived behavioral control are specified for the particular behavior and context being studied based on
identification of salient beliefs for each behavior (Ajzen, 2006).  These antecedent beliefs are considered to be the salient
beliefs regarding the TACT behavior, allowing us to gain insight into an individual’s cognitive processes and why they have
particular attitudes, subjective norms and perceived behavioral controls (Ajzen, 2006).
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The application of TPB to decisions regarding adoption of IT has provided strong evidence that attitude significantly
influences behavioral intention in numerous studies including research regarding small the use of anti-spyware programs (Hu
and Dinev, 2005), and gender and age differences in technology use (Morris et al., 2005).  I argue that attitudes will have a
wide range of explanation and high power resulting from different IT security psychological climates and the differences in
the various dimensions of IT security psychological climate from one individual to another.  For example, if members of one
department recognize a focus other productivity for IT security, i.e. risk mitigation and asset protection, attitudes will be
significantly different from those in other departments that have members focused on productivity alone.  Discussions of the
climate construct proposed for the extension of the model and its primary proposed relationship are presented.
Climate
This research is proposed to extend the understanding of the interaction between technology and the organization by focusing
on how organizational context influences user behavior via behavioral intentions.  One prominent approach from
organizational research for investigating specific organizational context has been through the concept of organizational
climate.  Climate refers to the shared perceptions of basic properties such as policies, practices and procedures among
members of a target organization (Reichers and Schneider, 1990).  Climate has been widely used to explicate individual,
group and organizational behavior (Parker et al., 2003).  With an eye toward understanding critical internal user IT security
behavior and using that understanding to improve the application of IT security, I propose that climate is an appropriate
concept to incorporate in this investigation of a socio-organizational perspective of IT security.
The amorphorous nature of the organizational climate construct lead to issues which were addressed by Schneider (1975)
who argued that climate dimensions should have a strategic focus, i.e. be for something.  This strategic focus, known as facet
specific, has been investigated for facets such as customer service (Schneider, 1990).  Similarly, I propose that the facet
specific concept be applied for this research such that the climate construct will be IT security specific.
Individual level climate, also called psychological climate, has been related to a number of important individual-level
outcomes in organizational behavior research such as job satisfaction, organizational commitment and employee performance
(Parker et al., 2003).  In fact, “the existence of individual-level relationships may be one reason for believing that a similar
relationships exist at group and organizational levels” (Parker et al., 2003, p.392), making individual-level perceptions a
foundation for understanding all climate concepts for an organization. Psychological climate represents “unaggregated
individual perceptions of their environments … as reports reflecting how individuals organize their experience of the
environment” (Rousseau, 1988, p. 144).  The individual differences such as thinking styles, personality and cognitive
processes are considered to play an important part in formation of the perceptions that differentiate the psychological
climates.  This experiential-based perception is how individuals make sense of their environment (Schneider, 1990) and how
individuals perceive which behaviors are expected, supported and rewarded (Schneider et al., 1996).  Thus, I propose the
focus of this climate research to be at the individual-level, i.e. psychological climate, to lay the foundation for the IT security
climate concept at any level.
Extending TPB with IT Security Psychological Climate
Psychological climate is considered to be a molar construct derived from an individual’s cognitive view of contextual
dimensions such as organizational processes and events (Rousseau, 1988) and providing a mediating role between
organizational characteristics and focal individual outcomes (Parker et al., 2003).  Here the proposed organizational
characteristics of interest are the IT security related processes, procedures and practices which are manifest in the IT security
psychological climate and the individual outcomes are the individual beliefs that are developed by each user within the
organization regarding the use of IT security.  The individual beliefs theorized as being influenced by the IT security
psychological climate are the attitudinal/behavioral beliefs.  These beliefs link the salient beliefs regarding a particular
behavior to their expected outcomes (Ajzen, 2006).  Following Ajzen’s (2006) procedure, attitude (A) equals attitudinal
belief (bi) that performing a behavior will lead to a particular outcome weighted by an evaluation of the desirability of that
outcome (ei):
(1)
Summing this product of belief and evaluation provides the “substantive information about the attitudinal considerations that
guide people’s decisions to engage or not engage in the behavior under consideration” (Ajzen, 2006, p. 9), with the influence
generally being the more positive the belief the more positive the attitude toward the target behavior.
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Behavioral beliefs have been elicited and used within the TPB framework for a multitude of behavioral targets, for example
IT research predicting the process of e-commerce use (Pavlou and Fygenson, 2006).  I argue that the IT security
psychological climate is particularly salient to the formation of attitudinal beliefs (see Figure 1) regarding use of IT security.
IT security psychological climate is a way for a user to make sense of their environment and important as an avenue for the
user to make sense of where IT security usage is positioned relative to other demands on their time such as production,
particularly since IT security usage may not supported directly through procedures such as employee reviews.  As users make
sense of their environment they develop beliefs about a target behavior in the environment which form the attitude towards
the target behavior and ultimately determine their intent to perform or not perform the target behavior.  Thus, I propose:
P1: IT security psychological climate is positively related to attitudinal/behavioral beliefs towards the use of IT security.
Figure 1: Proposed Path Model base on the Theory of Planned Behavior (Ajzen, 1991)
METHODOLOGY
Data Collection
There are three phases of data collection – 1) eliciting the salient attitudinal/behavioral, normative, self-efficacy and control
beliefs; 2) pilot study for survey instrument; and 3) large sample study for survey instrument.  Data collection is planned as a
paper survey to mitigate IT usage biases that might bias the results.
Analytical Procedures
The first phase of data collection is to elicit salient beliefs.  These salient beliefs are scenario specific and can not be
determined a prior (Ajzen, 2006).  Following the prescribed methods (Ajzen and Fishbein, 1980) recently used by Pavlou
and Fygenson (2006) five to eight salient beliefs for each behavior will be elicited using an open-ended questionnaire.
Subsequently, as there are no existing measures for IT security climate and the salient beliefs are elicited for this specific
context, it will be necessary to develop a survey instrument.  Following accepted guidelines for development includes pilot
study, exploratory factor analysis, instrument purification, confirmatory factor analysis, and testing the structural model using
structural equations modeling (Koufteros, 1999).
EXPECTED RESULTS AND CONTRIBUTIONS
The expected results of this research are to provide empirical support for:
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1. IT security psychological climate as an antecedent for attitudinal/user beliefs leading to behavioral intention via
attitude; and
2. The extended TPB model as having explanatory power regarding individuals’ perceptions, beliefs and
intentions to use IT security.
The contributions resulting from the research are manifested in both academic and practical arenas.  The expected
contributions include:
1. Introduction of the well defined stream of research for facet-specific climates from organizational studies into
the management information systems domain;
2. A rigorous approach in the development of a stream of research for the emerging critical area of IT security
which recognizes the human and organizational aspects of the issues;
3. Evidence of the significant influence that psychological climate has on behavioral intentions via beliefs and
attitude; and
4. That the proposed model will provide concrete variables that managers can use to formulate interventions for
encouraging IT security use.
SUMMARY
Opposing forces have been shaping the environment for IT security, the need to open access for legitimate users to
information electronically and the need to close access for illegitimate users to the ever-increasingly valuable information
asset, as rapid advances in electronic technology “transform the way we conduct trade, deliver government services, and
provide health care (Dhillon and Backhouse, 2001, p.125).  The IT security literature has begun to highlight the evolutionary,
emergent nature of IT security, particularly from the socio-organizational perspective.  I propose a focus on the socio-
organizational perspective and human factors using IT security psychological climate and the TPB model as the foundation
for the research in this dissertation.
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